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Contact | Stay Connected | - Privacy Policy | FTC en espaiiol
FEDERAL TRADE COMMISSION

PROTECTING AMERICA'S CONSUMERS C

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE I WOULD LIKE TO...

By Lesley Fair | May 7, 2020 11 29AN

FTC staff just sent letlers to 45 more companies making COVID-19 prevention, treatment, or cure claims. There's a
ot to cover in this post, but it's indicative of the breadth of questionable representations conveyed (o consumers in
response to the coronavirus pandemic

Musical Medicine. On Facebook and Twitter, the company has promoted a CD “of frequencies (o resist the
| Coronavirus.” To “boost your immune system and weaken the virus " consumers are directed to “play through
speakers to broadcast to as many people and surfaces as possible

Onus IV. The Denver company has promoted its intravenous
treatments by claiming “Vitamin C is already being used to prevent 4 L};l: ®
and treat COVID-19 in China and in Korea. And it is working ” o i’;. . Coronavirus
According to Onus IV, “even small amounts of Vitamin C dramatically .%l Updates
decrease severity of symptoms, and increase survival rates, among “ e

severely ill viral patients. Large doses work better. Intravenous large uh e :
doses work better still
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PROTECT YOURSELF -
THRIVE: ANTI VIRAL
WELLNESS BOOSTER

CONTAINING CLINICALLY RESEARCHED

INGREDIENTS, THRIVE CAN HELP MAKE

A DIFFERENCE IN YOUR LIFE

FORMULATED WITH POTENT ANTIVIRAL
HERBAL EXTRACTS, THRIVE BY WHOLE
LEAF ORGANICS IS THE PERFECT WAY
TO STRENGTHEN YOUR IMMUNITY

AGAINST PATHOGENS LIKE "COVID-19.,"
THE COROMNAVIRUS

RECOMMENDED DOSE FOR ADULTS

CAPSULE 3 TIMES A DAY. SAFE FOR
DAILY SHORT TERM USE, AND TO
COMBAT AILMENTS THE FLU, COLDS
BRONCHIAL INFECTIONS, FUNGAL AND

YEAST BASED ISSUES, AS WELL AS THE

el

Whole Leaf Organics (complaint filed)
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= \YASBA LOAN
\ "PROGRAM

of Ponte lavestments, LLC

WE ARE A DIRECT LENDER FOR THE PPP LOAN PROGRAM!

Paycheck Protection Program questions? Can't get your bank to answer the phone? Get the personal attention
you need, Our staff are here to help

Call Us 888-982-8380

The CARES Act

We are a Direct Lender for the
i Paycheck Protection Program

FTC v. Ponte Investments, LLC (complaint filed)
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» Working with partners » 29 letters sent to companies
* Price gouging provincial > No approved treatment, no cure,

llegitimate tests

I * Government Gouvernement
of Canada du Canada

Competition Bureau cracking down on deceptive marketing claims
about COVID-19 prevention or treatment

From: Competiti mau Canada

News release

‘Warning to businestes: Review your marketing and labelling, and take immediate action te camply with the law

May 6, 2020 - GATINEAL, QC - Competition Bureau
The Compelition Bureal is warning all businesses .||_'|.1ir'.'.l mmaking falie or miskeading claims that their products and
SETVICES Can prevent, treat or cure COVID-19
The Burgau is actively manitgring the marketplace and taking action to stop potentally decepove claims that could give
Canadizns a false impression that products ar services can treat COVID- 19 infections or protect agalinst the coronavirus.
The Bureau has issued direct comphiance warnings to a vancty of businesses across Canada to stop potentially deceptve
Claims, iI'ICIIJIJ'I'Ig Warnings sfalrnst;

+ making claims that herbal remedies, bee-related products, vitaming, vegetables or other food and drink products can

prevent COWVID-19 inlectiodgs) and

- ||1.-|I-ci|||:_| clairm=—without fArst conduc tinig the Testing rejuired I:!:.' laws—1hat certain LY and neone air sterilization

systems, as well a5 certainair filters o air purifiers, will effectively kill or filter gut the virus,
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-1 0 W This is 3 new service - your feedback will help us to improve it.

Report a business behaving

unfairly during the
Coronavirus (COVID-19)
outbreak

Lise this service to report a business you believe is behaving unfairly during
the Coranavirus (COVIDA9) autbreak.

You'll be asked some questions about the hehaviour you witnessed

Any information you share by completing this form may be used by the
Competition and Markets Authority and may be shared with other bodies in
relation to monitoring unfair business behaviour during the Coronavirus
{COVID-19) outbreak.

The CMA Privacy Notice explains how your personal information will be
collected, used and shared,

» More information on bow yvour data will be used

Start now >

Complaints by type
Cancellations and

100% refunds
Price

80%

60%

40% ,

r\ A Other
20% ) .
v \4

isleading claims
0% —

\Y \Y S \§ \ \
N SN U S S S R
) ) N $ X
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© Sign in ‘l
: The,. L
Subscribe = Gu ardl an How ‘free’ is this
trial? Tips for
= = avoiding 1 H
mhoar 1D Start your free
News Opinion Sport Culture Lifestyle unexpected charges st s Si gning up to
Business P Economics Banking Money Markets More e CMA And ASA Are more th an yn u
reminding people to take
care when signing up ta exp ec tEd ?
‘free’ trials. Read these top m
tips to help you avoid
unwanted and unexpected -
charges which could cost a
lot of maneay. A

Bead more

cmalt

Competition B Markets Authority

Travel & leisure

UK watchdog vows to get tough
with UK firms over stalled refunds

Guidance

el The Coronavirus (COVID-19) pandemic,

consumer contracts, cancellation and
refunds

Publizhed 30 April 20020

Julia Kollewe

Thu 30 Apr 2020 GB.59 BST

=<
f v =2 78
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Cuur bop picks Lowesd price first | Revaew secre and peice r Slar v | Drstance from aly e Top mvewed (:(//‘J Hlll c A SI t J
N o -
i e

Leonardo Hotel & Residenz Muenchen Good [Eg

Q Obergesing - Fasangarten, Munich - Show an map & 1.3 miles te the
Cid Torwn) - Melrs aocess

Popular mowl 12 people are locking at this mament
LT[ = T 1l Booked 136 bmas n the [ast 24 bours

Twin/Ticuible Foom dd £315

In high demsand!

= Deal of the Day Ewpiresin 14:37:43

2016 | Corus Hotel Hyde Park Wery paod
1334 reviews ?rE

% % % G Hyde Park, London - Excellent |ocation

Ladbrokes

CASINO

100%UP 10
£200 BONUS

£135 PLAY NOW

7.

37

b,

Important Info: 18+. New Customers Only. Min £20 deposit. Max bonus £500.
20x (deposit + bonus) wagering reqs apply. Contributions to wagering reqs vary by game.
Bonus valld for 30 days (bonus + winnings removed). Certaln games and payment
methods excluded. Bets covering 67% or more of Roulette table don't
count to wagering. T&C's apply.

oov.uk/cma-cases/online-hotel-booking
oov.uk/cma-cases/online-gambling
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The most effective innovation in cancer and
mmune related proactive supplement support
in the past ten years. CBD-EX combines the
best in cancer fighting elements, into one

simiple capsule.

Contammng chimically tested ingredients. CBD-
EX 15 a dynamic force in anti inflammation
protocols, targeting mampulated cells while
working to protect healthy ones. Formulated
containing Coriclus Versicolor Mushroom,
CBD-EX seeks to inhibit the spread of mutated

mahignant cells, directly attacking the problem

Oy CBD extract contains over 30 different
types of terpenes, beneficial in preserving cell
structure, while at the same time reducing
systemic inflanumation. Cur PCR. Rich
cannabinoid extract seeks to mitigate the spread
of cancer cells. focusing on cell mitosis

reduction and the influence on neighbor cells.

Whole Leaf Organics (complaint filed)
FTC v. Renaissance Health Publishing, LLC (stipulated order)

¥ American Journal of Pain and Inflammeation

Don't Let the

“DEATH ENZYME"

Speed You Toward Your Grave

The answer may be a new miradle pain-relieving formula!

People who suffered with pain for vears were...

PAIN-FREE in as little as one day!

it - Thenki b [T s midiatidiiny S Birrukd, you

estimeniol® - oy vl briso - ond i GEARRNTEED tm warkf
page ¥ b w5 1 _{l”-’ & 1 e il i, e i it o e iy
¢ \? o el with o e e Wl e ]

« il yeed after |6 ey o Bl !
<+ ribrrin pam vanrded g i dapd

\ L [ v (—
wniaty quar i day

| =l 4

Please read this ur
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EXCLUSIVE

Williams
Sonoma

Goldtlouch 'W‘f
Bakeware . " ¢
Our esclusive bokewore = P
colleciions aie mode in the

USA from commerncial-quality

matendls 1o ensura paerhect
results every time

SHOP NOW >

HADE iH AMIRICA

Timeless Quality

FHOP ALL FUBMITUERE

Williams-Sonoma, Inc. (proposed consent order)
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* Deceptive Marketing Practices Digest,
vol 2
- Adequate and proper testing _ _
The Deceptive Marketing

= not based on academic studies, high sales  Frasse s
= should reflect real life conditions




FINANCIAL HARM

TO CONSUMERS
EER




COMPETITION BUREAU

« Subscription Traps/Negative * “Free trial”
Option Billing . Full cost

» Monthly billing
Free trial that turns out to be a monthly subscription: it's a trap ¢ Other prOdUCtS .
o  False or misleading can be the

Mews Release

product itself or the billing terms

o are reviesing your Dank or Credit cand STETerment wWhen you stombde apon a charge hat you cen’t recall, The
description doesn’t help alther, The followsng monch, the same charnge appears, and agakn mia Next Manit, You'se
probabdy Talben A0 & subsoription trap.

I * Government  Gouvernement
of Canada du Canada

Typical subseriplian Faps ertice cansuimars — usually via social media sdvertizsing, sgariared news arlicles or pog-up
sUMEyS 0 trusted wielsitas - 1o Sign up far & “Iree rial” Lo dccess 3 “limited time offer”. The welnites typically market a
warlety of goods Bke heallh or beauty produscts. Snts wou proshds your credil card mformgtion 1o cover the simall cost of
shipping, yau‘ve unknosdngly sigred up for @ manthly otdcriplion snd-are now mdking monthly payments,
Subscription trags are diffosilt 12 soantlfy and stop, Dishonest compantes will use high presseme sales mctlcs 1o rush your
dedizien Thy'll Rkide deelink o e termns and condiiions and gee-chedd sgn-ug or aoceplance boxes. They can also
r2serm 1o Strict candellation clauses That make T extremaly difflcult to stop Selivery and Riling. Sometimes, may' i try
parss tharm sehyes o asa wustod campany by usig Ufis that arowery closo o those ot a company yau ko)

Bafore ssaaing up for a free trial

& Boacaarrh tha roammanag affaciens rhe nradaces F theern arn o les 0f comedainre eraw rlsar
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“We were handed the contract cm
the day that she moved in. When |

was able to sit down and read it,
perhaps a day later, or that
evening, | was astonished to read

As the weekly fees were at the
time £1,425 per week, this
equates to a £2,850 admin fee,
which | found staggering,

cost already.”

oov.uk/cma-cases/care-homes-consumer-protection-case

the term about 2 weeks admin fee.

especially given the high weekly/

'E’ht Tel tgmpb HOME XEWS SPORT BUSINESS ALL SECTIONS
News
UK  World | Politics | Science | Education Health | Brexit = Royals More v

* - Mews

Care home group to pay £2m in
compensation after charging thousands
in upfront fees
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Human
Fertilisation & =
Embryology —=
MoncySavingEsport com « Mows e 2050 o Fobruang Authority

v Canrgeddion walcteleg Lo lake aclion an kasenci s2iing

Competition watchdog to take

action on leasehold selling Launch of new project by the Competition and

Markets Authority into the IVF sector

We are very pleased to be working with the Competition and Markets authority (CMA) on a
new project to develop guidance for IVF clinics in the UK to make sure they treat their
patients fairly

The CMA has concerns about the potential mis-selling of services such as IVF ‘add-on’
treatments, and the mis-representation of clinics’ success rates. We are working closely with
the CMA to help them to understand patients’ experiences and learn more about how clinics
operate.

@ Callum Masen, News Reporter
. 24 Febnsary 20

The competition watchdog says it has found evidence of potential mis-selling and
unfair contract terms in the leasshold housing sector, and is sat to launch
enforcament action.

oov.uk/cma-cases/leasehold
oov.uk/cma-cases/self-funded-ivf-consumer-law-guidance
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1
' "

$191 million

judgment

FTC v. The University of Phoenix (stipulated order)
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Progressive

Leasing”

$172 million
judgment

FTC v. The University of Phoenix (stipulated order)
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-ASHIONNGWVA

$9 million
civil penalty

FTC v. The University of Phoenix (stipulated order)




SOCIAL MEDIA

and INFLUENCERS
11
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. jordinsparks o

J?}} iamcardib @

Qv

20,380,128 views
iamcardib The BEST biack friday

deal. If you spend you 55‘!“”*‘“‘”*““6:: 2'¢] Y d W

better be Teaml. Thankful to be a...

15,245 likes

itschriscrocker Ok | know I'm a guy but I'm jordinsparks A Mama's got to multitask! I'm
fealing 2 vears prln nant after pretty sure we've masterad the art of it. (SWIPE
',,L,,,.-EF,_;'L“J____ E,,_,, ST for a smile!) | don't follow a long...

A QA @ © A Q @ ©

Teami (consent order)
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SUNDAY RILEY

| would like everyone to create 3 accounts on Sephora.com, registered as a different identities. This is how you do it:
1. Create a new persona. Choose their name, city, skin type.
2. Setup a new email on gmail
3. Before going onto Sephora.com, clear your cookie history EACH TIME ...
4

. Connect to the internet ONLY using the VPN. Make sure to choose a city of origin that goes along with where
your character lives.

5. Leave a review — make sure to NOT compare the product to other products, to not use foul language, and to
be very enthusiastic without looking like a plant. Always leave 5 stars.

6. Review a few other products as well — no skincare. Only review makeup, color, hair.

7. Leave a review for a different product every other day so you build up history. You can also use this identity
on Beauty Board.

8. You will need to clear cookies and use the VPN every time, or your account will be flagged.

The other thing, if you see a negative review — DISLIKE it. After enough dislikes, it is removed. This directly translates
to sales!!

Sunday Riley (proposed consent order)
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Thanks to Acme brand for the free product!
#AcmePartner #ad

available at business.ftc.gov
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Iy 5 GOV.UK
mario_falconel? © - Follow

it T
mario_falconel17 Shake it baby!! Watch ~ PEm
@lordtimepieces, use code Mano for 10% CMA LY

{}[f au Wat{h@s!! |j o ocua o e Miaminka Aty

cherkay1987 Looking good W Guldarcs

Social media endorsements:
being transparent with your
followers

LAl TR Lt R N B U TR

miss.moody3s ¥

knightsbridge_estates Bit close to the
steering wheel lol

alexm7 Mo worries mate

craigdunn90 @jchn_hardy88 dunn on his tonkarls el Lsggones, shsssge o, s bilion s el nsatia s scmnalilios
Wa}' to ..I'IE b'E-aCh ra&a el by dbad b ade g pelor b v as T ot o s e a ke ol B Tlucnce e

~nopl~s b na Sozlrie ne H Hoge sremche 3 prades orsendee 1= $hel

P T aarahi

niseypatricia Are you allowed food in your ey oy Sarppusrt Thatsianfiun S n
beautiful new car? f;":-:' gl un_-.;au'.mil'i-:-"ul'.‘-;; vah i TVt i [‘ Thr[i-l'

£ . g vy ez Boesnckinse 01 roe T > E e

, s iuardian
lukevarney @maric_falcone17 wheres the LR CR LM e Wews  Opimins | Sport | Cribme | Lifesryis

Adidas bomber from ‘ UK UGl Bl Biedd Boosdy L SL0lka o Wise Skl manl s e
gazstreet] Where are these jeans from bro? sarbidresaila

m Thicwth b b rowy thao L ynsr ale
mario falconel? @aarstreet Zara., rinned elebrity social media rifluencess plsdie 1o
o O m change way they posl
10.290 likes s vt ki
Add a comment... o s

oov.uk/cma-cases/social-media-endorsements
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* Must disclose all material connections
- 9, free products, discounts, personal relationships

Influencers’ checklist

When posting reviews and opinions on social media
Ersure that dischkosures are as visible as possible: consumers
war tdig arcund
Cisclose material connections in each post
Lise clear and contextually appropriate words and images

Ersure disclosures are inseparahle fram the comtent so they
trawvel together when shared

Hase all rewienees ard apirsans an actus) exparisnce

Awald ambiguous references and abbreviations, such as
"Thank You Company X!", *Ambassador”, " Partner",
"Company X", "SP", "Spon®

Canadi




- Deceptive Marketing Practices Digest — vol 4
 Letters to 100 brands and marketing companies:

COMPETITION BUREAU

health, beauty, fashion, technology, travel

Canadia

Anfluencer

«Marketing




CONSUMER

REVIEWS
ENE
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* Authentic experiences of consumers: Independent, impartial

 The business of reviews

Deceptive Marketing Practices Digest, vol 1
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» Signs of Astroturfing

— recent user profile, lots of positive feedback,
handful of products over a short period of time

— “the best thing ever”

- How would you write a review?
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Top 2 Companies for Student Loan Refinancing:
In-Depth Reviews

1. SOFi

2. Earnest

earnest B

J R\ - ¥y Y AT SITE =5
e 0 e W SN s =

LendEDU (proposed consent order)
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£

CRFA prohibits contract terms
that:

restrict consumers’ ability
to review a company’s
products, services, conduct;

Impose a penalty against a
consumer who gives a
review; or

require consumers to give
up intellectual property
rights in the content of
their reviews.

CONSUMER
REVIEW
FAIRNESS
ACT




In the Matter of LVTR, LLC (consent order)

FEDERAL TRADE COMMISSION

J. CONFIDENTIALITY / NON DISPARGEMENT- | agree not to call Animal Controf or any governmental agency or individuals if there is a
discrepancy to how the horses! animals or property are laken care of. You will be charged & minimum of $5,000.00 in damages if you report anything or making

contact with any parsons or agency or by having another individuai{s} do it on your behalf. You will be held responsible for alt fines that ocour which includes but
not limited to court, our legal representation, and fines, { agres to our non- disparagement and protaction of reputation clause. For purposes of this Saction,

‘disparage’ § : atives, etc.
rerevery viof | @gree not to call Animal Control or any government agency or e rider

ageesand 4 [ndividuals if there is a discrepancy to how the horses/animals | the Company
el or property are taken care of. You will be charged a minimum of [¢%P. e
orany legad $5,000 in damages if you report anything or make contact with | ’
any person or agency or by having another individual do it on
your behalf. . . .

| agree to not disclose by any means whatsoever the terms and
conditions of this agreement to any person, group, or entity of

any kind whatsoever. For every violation, | will be charged a
$5,000 fine . . ..
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Top 2 Companies for Student Loan Refinancing:
In-Depth Reviews

1. SoFi
w & bt o
'
W
o
W
o
2. Earnest

earn es’t Ex=S

v v
o

o

v v

LendEDU (proposed consent order)
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10 - 57 Star Reviews

B SEONSORED y FREE STUFF for
o i e < x5 5 Star | review: _RE'H']EWETS _Review}

Reviews Hillwns PRI AL || g UK ONLY UK only / Reviewers
L& 6 & & 4 Collection only: Fres STARS ?ﬂiy‘##‘ﬂr‘ [ j y
5 RATING e only
Free Postage € Public group & Closad greiip
& Closed g
R About thi
J Description Postage and payments il —
Description

Seller assumes all responsibility for this listing.

-reviews are important but can be hard to get. Here's a group for

Item specifics everyone to get together and swap them.
Business Type: Internet Businesses/ Websites
WHAT TO DO:
Buy 5 Star Custom reviews for your Business from a registered, active UK account! - Make a post with your request for reviews. Mention any specific details

you require from reviewers (location, account age, etc) and mention the
business type/industry you want reviews for.

I will leave a custom Five Star review to boost your exposure, social proof and online credibility. §
- Exchange reviews.

-272?7?
The review will be specific to your company, personalised and high quality. Message me whatever you would like me to write in the review. - Profit. m 5
Uk people want to exchange reviews? ?
Duscriplion | Posbegs and payrients o S Bhmneis

D Like A Share

Sadar annumea sl mapoealsdiy for s lntieg.

Lat updaisd on 14 Aps; 2018 235831 OST View sl ke e ——
R spsciis T N——
Cionciines Pt A Grond-rses, s, (naresred s reismsgged . Ses fa askars Aring for ful Fashrad Aafnamanes:  REQ e

o, Somwh podtion sl tions s
sennn
-Rm'!e'mz" « W Yomr Business - SE0 Friendly - UK Accosnn: - 100796 Safe and Wil silck g >N > y
»
Flease send link o yorr [ p2ze and send vs wher vou woulid s s oo wrhe. Yoo ko ywour osiness bemer shan 1 do
Like - 1d
i 4 i i . &
@ Great job, reviews on my website as promised, I'm now buying more ! -
Like - 1d

oov.uk/cma-cases/fake-and-misleading-online-reviews
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PCNBC SEARCH @QUOTES Q)

MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV

TECH

Facebook and eBay ban users trading
fake reviews after warning from the UK

PUBLISHED WED, JAN 8 2020-.6:42 AM EST | UPDATED WED, JAN 8 2020.6:51 AM EST

c Ryan Erowne
3 BRYAN_BROWNE_

siare § W in =4

KEY * Facebook and eBay have signed agreements with Britain's
POINTS competition watchdog promising to tackle misleading reviews.

* The regulator said Facebook pulled 188 groups and 24 users while
eBay permanently banned 140 users inveolved in selling fake write-ups.

® Butitsays it's also discovered “new examples” of fake reviews heing
sold on Facebook's Instagram.

oov.uk/cma-cases/fake-and-misleading-online-reviews
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8 WEEETTE OF THETEAE

@hr Telegraph

Coronawirus Mews  Politics Sport Business Maney Opinion Tech Life Style Trawel Cuoftare

Amazon and eBay tackle profiteering and price
soluging as product listings are removed and sellers

emal?

Frmprt e B Mok bbbty

banmned

rermrven] o Diloched

Iy sam Meadews, CONSUMER AFFAIRS EDITOR
27 Aped 2020 - KoGam

Mare than I7m listings dermed to ba exploiting coronavirs have heen

Online platforms
and digital

advertising
Market study interim report

Q

Tebw rmmie

HOHE WERALD U COMPRHES TECH  HAPCETY GRAPATE OFIFIDN WORKGCARZEPS LPEEARTT HOWN TOSREHDIT

Latest an sisgegs Lid

frorr ngulrios carpattion

FINANCIAL TIMES

CORDHAVIALE BUSINESS UPDATE *
firct &k dsys complimensany srpess ftooaur Canonayins
Busivess Loslaid rssuisiie

Srubi-us fecen mgulitmm Sbus ro ol Stubiub iz Viagege 12 Sabn Y g dwan cearthrn hom UL
HH T,

farifT yagogalid | + amdiser |

Viagogo ordered to improve details on ticket
sales

Lt watchdag kails wiclony fas cénsuntcrs o= coded bols hesoler fa be incee Hrarsparoid

Héc Fiidea s~ Heomi Rgwmeck RO T 2 o0 2N E

Tritzin’s compotition watchdog detlrod victory in its Eght bo force ticket nuseler
Viagngn tn provvics aerambe indnrmarion ta eastomiers, incladmg whether ar not they
are bimying froms ot

The Sompetition &nd Madets Avathority senared o ot ooder after lnumching, legal
arttn azainst Vingagn o Angust, rving darided the Gersin-hased msellar was not
eoamplving with monsmner-perotertion rmiss.

=
Comnmultrtions Statickics

9 Coronavirus (COVIDA9); guidance and support

Higme » Compebtios © Conegrer profesticn

Press release

CMA secures better deal forcloud
storage users

Amazon, Apple and Microsoft have commilted to providing
clowd storage users with fairer contracts, following action by
the GMA,

Pubrtwrd 17 Fabinaary 2017

Froan Comgotition and Markets Authomity

Tha 3 companles ara the latast cloud storage providars to improve thetr
v and condifions fallovwiag Lie Compeetition and Faskels Suthonibe's
(CMA) raview of complianca with consumartaw In the sactor. Last year, tha
CHA secured separate commitmernts from Just Clogd, Lesdrive sod Diseng
Carmhore, and U1, Dropbox, Uoogle and Moey to make changes tothesr
confractierme,

39
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* Permitting a representation

to be made — s 52(1.2) False or misleading representations
. . . The Competition Act provides criminal and civil regimes to address false or
® Cnm'nal and C|V|I misleading representations.
Section 52 of the Act is a criminal provision. It prohibits knowingly or recklessly
¢ The faCtS . making, or permitting the making of, a representation to the public, in any form

whatever, that is false or misleading in a material respect. Under this provision, it

I'. Tm— | ——
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The Equifax Breach — A Global Settlement

$575,000,000+ settlement

p Free credit monitoring

and identity theft services

Strong data security requirements

=) Learn more: ftc.gov/Equifax

FTC v. Equifax, Inc. (stipulated order)
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You Tube

$170 million
civil penalty

FTC and State of New York v. Google LLC and YouTube LLC (stipulated order)
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facebook

$5 billion

civil penalty

FTC v. Facebook (stipulated order)
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UK.gov online dating tips: Do get

ARSI consent, don't make false claims or
SInGgLe fake profiles
C

aTHOLICSCDm Probe of dating platform’s claims prompts

crackdown on online love rat firms

@ SINGLE —

By Rebecca Hill 13 Jun 2013 at 09:28 62() SHAREY

“We took action against Venntro because we were concerned people’s
profiles were being placed on sites without their knowledge or -

permission, and that they were being misled about how likely they were | G
to meet someone with common ground,” said appropriately named
George Lusty, senior director for consumer protection at the CMA.

oov.uk/cma-cases/online-dating-services
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4. Consumer control over data

CMIAe

Corrpetion Wty dasthortty = Online platforms offer a range of services that are valued by consumers for

no monetary cost in retumn for their attention and data.

= |ti= important that consumers can make an informed decision over whether
to accept the terms of this exchange and that they receive the right level of
protecticn where they are not able to engage. Equally, it is important that

= ha trol over the use of their data, so that the decide
Online platforms e 6 ks i s i ea By ¥ g it
T . | . most consum lace value on their ability to control
and digital e e e et
= - return for relevant adverts. However, we found that engagement with
tfomas' pri icies and pri trols i low. Th
ad\fel’tISIng 52 ’"lx’“""“'ﬁ'fr’“ﬂfi: PINIGY CONMIN I SR YEDLIOW.. s

- > = First, there is in some cases a lack of choice: social media platforms such as
Market study interim report Facebook do not allow consumers to tum off personalised advertising.

* Second, where choice does exist, it can be difficult to exercise due to a
strong tendency to accept default settings presented by platforms. For
example, most platforms we assessed served consumers with personalised
advertising by default. and we found that engaging with privacy settings was
complicated, particularly for sccial media platforms like Facebook.

» Temms and conditions are also long and complex. We have found that a
corisumer may need to read 10,000 words before signing up to & service if
they are to understand how their data will be used, yet the average visit to
the Google privacy page was just 47 seconds.

» [Effective regulation that puts consumers in control of their own data is
essential in the modern digital economy. However, we have heard concems
that aspects of data protection regulation risk creating competition concermns
by unduly favouring the business model of large, vertically-integrated
platforms over smaller, non-vertically-integrated publishers. We are working
constructively with the ICO to consider how to address these concems.

oov.uk/cma-cases/online-platforms-and-digital-advertising-market-study
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Frangais

» Facebook settlement Bl S Soesmr =
+ $9 million, $500,000 in costs

Canadaca - Competirion Bureay Canada

o banian T s
) e naa Mty a:ci Cana a Facebook to pay $9 million penalty to settle

b Competition Bureau concerns about misleading privacy

Ca

i claims

From: Competition Bureau Canada

Ol
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a News release

11

1] .

ci May 19, 2020 - GATINEAU, QC - Caompetition Bureau

1

=l

A Facebook Inc. will pay a $9 million penalty after the Competition Bureau concluded that the

ks company made false or misleading claims about the privacy of Canadians’ personal information an
o Facebook and Messenger. Facebook will also pay an additional $500,000 for the costs of the
Bureau's investigation.
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* |Impression that users could control
who could see and access their

personal information when using
privacy features

— general “Privacy Settings™ page, the
“About” page, the audience selector
menu on posts, among others

* Do consumers really understand?

— what is happening with their data,
collection how often, by whom, how it’s
being used

The Deceptive Marketing Practices Digest -
Volume 5
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